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erpetrators of digital disrup-
tion thus far mostly share 
the markings of Silicon Valley 

tech startups that have boldly revolu-
tionised entire industries. Amazon is 
now synonymous with retail. Spotify has 
transformed the music industry, Netfl ix 
the entertainment space. Google and 
Facebook have upended the media and 
advertising sectors. This fi rst phase of 
digital transformation thoroughly shook 
the business world.

While companies in regulated indus-
tries with higher barriers to entry have 
emerged from this period relatively 
unscathed – the major banks still dom-
inate the market, for example – the 
second stage of digital transformation 
has them fi rmly in its sights. In this phase, 
disruption will come less from startups 
and more from established brands. 

“State-of-the-art digital technologies 
and agile methodologies are no longer 
exclusive to tech startups, which means 
the industries that were better guarded 
from outside disruption will soon dis-
cover one of their peers is leading digital 
disruption in their market,” says Fabrice 
Bernhard, co-founder and group chief 
technology offi cer of Theodo, a devel-
oper of web, mobile and software appli-
cations. “Software is going to be the dif-
ferentiator everywhere and there will be 
a few players in each sector that master 
the whole thing.

“Phase one was completely new play-
ers, leveraging their different culture 
to disrupt industries where it was rea-
sonably easy to get in. Phase two will 
see established companies, which have 

Tech leaders will 
take all in the age 
of serverless
Companies claiming a position of tech leadership in their 
respective sector will dominate their competitors in the next 
decade and beyond, powered by serverless platforms

learnt to act like startups with the same 
agility and culture, disrupt competitors. 
That’ll be bloody because with software 
it is mostly winner takes all.”

BlackRock is a prime example. Merely 
one in a crowd of asset managers in 
2000, it is now the world’s largest money 
manager. This position of leadership has 
been reached through investment in 
technology, whereby even its compet-
itors are queuing up to use its Aladdin 
platform. Goldman Sachs, meanwhile, 
has been building a new transaction 
banking platform to not just enter but 
redefi ne the $250-billion cash manage-
ment industry. 

“They plan to use a cloud-native strat-
egy to build it in two years, compared to 
the ten years it took competitors to build 
the clunky outdated incumbents,” says 
Bernhard. “If I were the CEO of a bank, 
that is what would scare me the most. 

“As highlighted in the study by Michael 
E. Raynor and Mumtaz Ahmed, compa-
nies that outperform in the long term 
put better before cheaper and revenue 
before costs. In the digital age this will 
require better customer experiences 
through digital products. Technology 
leadership should be a priority for every 
ambitious company.”

Achieving that, however, is easier said 
than done. Building the high-quality, 
scalable digital products customers have 
come to expect has traditionally required 
large teams of very strong engineers. The 
talent capable and willing to take on the 
challenge of steering a large organisation 
towards technology leadership is still 
rare. And legacy is a major inhibitor, not 
only in the tech infrastructure of incum-
bents, but also in their mindsets. 

Fortunately, powerful technology is 
becoming a lot more accessible thanks 
to the latest cloud-native innovation: 
serverless platforms from the likes of 
Amazon, Microsoft and Google. The 
leapfrogging capabilities provided by 
serverless, offering the building blocks 
of the best tech platforms as a service, 
make it faster, cheaper and easier for 
teams to create scalable applications.

“For the last ten years, Theodo has 
been leveraging the best of startups’ 
tech and methodology to deliver appli-
cations for our clients in weeks, not 
months,” says Bernhard. “Serverless 
accelerates this trend and will be as 
game-changing in the next decade as 
cloud was in the one just gone. Our full-
stack developers and agile experts have 
jumped on this opportunity and been 
among the fi rst to deliver serverless pro-
jects at large organisations.

“To help our clients win the tech race, 
we not only offer companies the exper-
tise to build great applications, but we 
also inject the culture needed for them 
to attract and retain tech talent. With 
this talent and serverless platforms, any 
business can now build what only the 
best-funded startups could afford to 
build just a few years ago.”

For more information please visit 
theodo.co.uk
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The leapfrogging 
capabilities provided 
by serverless, 
offering the building 
blocks of the best 
tech platforms as 
a service, make it 
faster, cheaper and 
easier for teams 
to create scalable 
applications
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alking to many leaders over 
the recent months of lock-
down, I realise that this 

extraordinary situation has taken 
many on a digital transformation 
crash course. However, it can’t just 
mean we have all mastered Zoom or 
Microsoft Teams, or have carved out 
a space in our homes we now call the 
office, or that in the absence of any-
where to go out in the evening our 
work-life “balance” has become con-
stant work.

No, these things will change, but 
digital leaders understand that 
change, uncertainty and pivoting 
businesses are the new normal for 
everyone, and three-year plans 
and looking back at past results 
to predict future outcomes are no 
longer going to work. 

To use the analogy of a car jour-
ney, it’s about less time looking in 
the rear-view mirror to understand 
where we have been and more 
time cleaning the windscreen and 
looking forward to the next bend, 
knowing the road behind is no pre-
dictor of the future and the future 
is uncertain. 

Now this new uncertainty we all 
face is not a comfortable condi-
tion to be running a business in, 
but it is not a new, digital-era phe-
nomenon. Three centuries ago, 
French Enlightenment philoso-
pher Voltaire said: “Doubt is not a 
pleasant condition, but certainty 
is absurd.”

So how do digital leaders deal 
with this new normal? I think there 
are three things to think about.

Firstly, we must reinvigorate the 
people side of business. In a dig-
ital age, people are your great-
est asset and the largest overhead 
in many businesses. Internally, 
rethink your hiring strategy to give 
yourself the ability to spin up your 
team and turn it back down fast, 
and to vary its skills set. Think 
more about collaboration with oth-
ers to deliver innovation; some-
thing we have seen happening 
extensively in the fight against the 
coronavirus. 

Secondly, bring data into the 
heart of your decision-making. Try 
and use data from your business 
and from the internet to give you 
insight. There are countless tools 
out there that will help you visual-
ise these numbers into dashboards 

and once mastered, with a little 
trial and error, they will help you 
reduce the anecdotes and increase 
the data which currently informs 
your decision-making.

Finally, find your empathy. As 
we have peered into each other’s 
homes through our laptop screens 
over the past three months, we 
have realised that the homoge-
neity of the office environment 
masks our colleagues' very varied 
personal lives and circumstances 
outside work. Let’s use that insight 
to help understand our teams’ 
diversity and unique experiences. 

For example, I would hope most 
leaders by now no longer hold the 
view that home working is tan-
tamount to a day off. I can report 
many leaders who track this data, 
report seeing absence from work 
is down and productivity in their 
workforce is up in this new normal. 

I think this all means less con-
trol and command from the centre 
and a bigger focus on communica-
tion. We will see the decentralisa-
tion of decision-making and the 
promotion of localised initiative 
of the “ask forgiveness, not per-
mission” variety. As leaders we 
must embrace this new culture and 
reward it with trust.

So good luck. None of this is 
easy, but if you can focus all your 
observation forward, rely much 
less on the past for guidance, and 
create a culture of experimenta-
tion and progress through itera-
tion, you may be better placed to 
embrace the uncertainty, because 
as Voltaire said some 300 years 
ago, to be certain is absurd. 

‘Looking back at past 
results to predict future 

outcomes is no longer 
going to work’
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The coronavirus crisis has resulted 
in many office employees working 
from home and with this has come a 
surge in phishing attacks. As remote 
working became the norm in April, 
Google’s Gmail blocked 18 million 
COVID-19-related malware and 
phishing emails every day.

With phishing attacks on the rise, 
it’s important businesses 
are up to date with the 
threats they face. Recent 
phishing attempts are 
often COVID-19 themed, 
with threat actors imper-
sonating government 

Keep up to date with 
changing risks

organisations such as the World 
Health Organization to solicit fraudu-
lent donations or distribute malware.

One type of phishing, called 
spear phishing, sees attackers 
target users via an email from a 
trusted sender to lure them in. This 
type of phishing attack often tar-
gets remote workers, with hackers 
impersonating an organisation’s 
admin or human resources team to 
encourage users to click on a mali-
cious link or transfer money. 

“To help prevent these kinds of 
attacks, organisations need to set 
up email authentication policies as 
a de facto securitY measure for their 
domain,” says Andy Kennedy, engi-
neer at Google Cloud.

With rapid remote-working rollouts 
being implemented across industries, 
enterprises have never been so susceptible 
to cyberattacks, with phishing among the 
most common threats. Here are five ways 
organisations can keep themselves safe in 
the coronavirus era

Five ways 
to stop 
phishing in 
its tracks
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Employees are a firm’s first line of 
defence from phishing attacks. They 
need to understand why phishing 
is a threat, why they specifically 
might be targeted, what a phishing 
attempt looks like and what to do 
if they see or click on a suspicious 
link, says Amanda Finch, chief exec-
utive of the Chartered Institute of 
Information Security

This requires training. “The 
more comprehensive the better,” 
says Finch. For instance, instead 
of simply emailing advice, organ-
isations should share examples of 
phishing emails that show employ-
ees what to look for and stage mock 
attacks to demonstrate how easy it 
is to be fooled. 

Cybersecurity training is essen-
tial, agrees Professor Kevin 
Curran, Institute of Electrical 
and Electronics Engineers senior 
member and professor of cyber-
security at Ulster University. 
“There has recently been a new 
movement where security teams 
send phishing emails containing 
fake malware to their employees, 

which when acti-
vated simply leads 
users to a site high-
lighting their mis-
take and educating 
them on the dan-
gers,” he says.

Train remote workers to 
spot phishing attempts

Cybercriminals often make phish-
ing attempts to steal users’ creden-
tials and access sensitive company 
data. It’s therefore a good idea to 
implement two-factor authentica-
tion as an extra layer of protection, 
says Carl Wearn, head of e-crime at 
Mimecast. “This should be consid-
ered by every security leader.”

A solid extra layer of protection 
is provided by security keys, such 
as the Yubico YubiKey, which are 
proven to prevent phishing, says 
Andrew Shikiar, executive director 
of the FIDO (Fast IDentity Online) 
Alliance. He cites the example of 
software giant Google, whose 85,000 

While training employees is crucial, 
technology can help to stop remote 
workers falling victim to phishing 
attacks. This is especially impor-
tant when one mistake could lead to 
the compromise of entire business 
systems and expose sensitive infor-
mation. “If technological controls 
are weak, an employee clicking on 
a legitimate-looking email could 

lead to a compro-
mise of the under-
lying system,” says 
Defendza’s Singh.

Therefore, as 
well as examin-
ing admin rights, 

Use two-factor 
authentication and 
strong passwords

Assess and improve 
technology controls 

employees use security keys to 
access online services. “Not one has 
been successfully phished,” he says. 

In addition, good password 
hygiene is integral to help stop 
phishing attacks. “Ensure employ-
ees don’t mix personal and work 
credentials, and use a good pass-
word manager to generate suffi-
ciently complex passwords,” says 
Harman Singh, managing consult-
ant at Defendza. 

At the same time, users should be 
discouraged from using the same 
password across mul-
tiple services. If one 
password is revealed 
in a data breach, this 
will allow an attacker 
to gain access to mul-
tiple accounts.

securing systems and implement-
ing network segmentation, Singh 
recommends enhancing email 
security with technical controls. 
“These can work together in a lay-
ered structure to ensure senders’ 
legitimacy and make sure email 
isn’t spoofed,” he says.

In addition, keep anti-virus and 
anti-malware software up to date, 
says Ulster University’s Curran. 
“Some phishing emails can be 
detected by anti-virus tools,” he 
says. “However, it is important 
teams inform management or the 
IT department when they receive 
a suspicious email. This allows IT 
teams to identify how an email 
managed to get through their 
system and consider updating  
their software.”

Kate O’Flaherty 
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It’s true that employees are a firm’s 
first line of defence, but at the 
same time it’s important not to 
blame users if a phishing attack 
does get through. “Provide users 
with an easy way of reporting 
these attacks,” says Kevin Breen, 
director of cyberthreat research at 
Immersive Labs. 

Javvad Malik, security awareness 
advocate at KnowBe4, agrees. “It is 
vital employees are given easy and 
convenient ways to report issues,” 
her says. This could be as simple 
as a button to allow employees to 

Create the right culture easily and quickly report a sus-
pected phishing email.

But if remote workers are tricked 
into opening a malicious email, 
firms should be careful not to create 
a culture where they do not report 
it for fear of reprisal. “If employ-
ees can spot and report phishing 
attempts, it can actually help you 
when you might have missed some-
thing otherwise,” 
says Breen. “It’s not 
all about the tech-
nical. While people 
can be a weakness, 
they can also be your 
strongest asset.” 

C Y B E R S E C U R I T Y
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https://www.mimecast.com/state-of-email-security/
https://www.theodo.co.uk/

